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Purpose: Cybercrime poses an escalating threat to national security, 
necessitating stronger multilateral cooperation to address cybersecurity 
governance gaps. This analysis examines how strategic collaboration, 
legal harmonisation, and intelligence-sharing enhance cyber resilience 
while identifying key challenges and opportunities in reinforcing national 
vigilance against cyber threats. 

Study Design/Methodology/Approach: A qualitative approach with a 
comprehensive literature review of primary and secondary sources 
provides a structured assessment. A SWOT analysis evaluates the 
strengths, weaknesses, opportunities, and threats in global cybercrime 
cooperation, while a deductive analytical approach refines cybersecurity 
models using contemporary empirical data. This methodological 
framework offers policy insights into the effectiveness of international 
cyber governance strategies. 

Findings: Multilateral cooperation strengthens cyber resilience by 
facilitating intelligence-sharing, legal alignment, and coordinated cyber 
defences. Countries with integrated cybersecurity frameworks exhibit 
stronger defensive capabilities. However, regulatory inconsistencies, trust 
deficits, and technological gaps hinder collaboration. Addressing these 
barriers requires harmonised cybersecurity policies, enhanced cyber 
diplomacy, and joint capacity-building initiatives to improve global 
cybersecurity governance. 

Originality/Value: The analysis advances cybersecurity governance 
research by integrating SWOT analysis and deductive reasoning to 
evaluate multilateral strategies. Unlike previous studies that focus on 
unilateral or regional cybersecurity policies, this research highlights 
globally adaptive frameworks that reinforce national security. The 
findings offer concrete policy recommendations for institutions such as 
ASEAN, ITU, and UNODC to implement harmonised cybersecurity 
models, ensuring sustainable international cooperation against emerging 
cyber threats. 
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INTRODUCTION 

State sovereignty remains fundamental in preserving national stability and 
protecting public interests. The rapid evolution of digital technology has significantly 
increased the complexity of maintaining sovereignty, particularly as cybercrime has 
emerged as a transnational threat. These threats target individuals, corporations, critical 
infrastructure, and government systems, posing substantial risks to national security 
(Aida, 2021; Ziemke-Dickens & Droogan, 2010). The acceleration of digital 
transformation has further underscored the urgency of strengthening cybersecurity 
resilience. The Fifth Geopolitical Era, marked by the digital revolution and the rise of 
artificial intelligence (AI), has driven profound socio-economic and political changes. 
However, cybercriminals have also exploited AI to orchestrate more systematic and 
sophisticated attacks that are increasingly difficult to detect. The Global Risk Report 2024 
identifies cybercrime as one of the most pressing global threats over the next decade, 
primarily due to AI-driven automated security breaches (CNN Indonesia, 2024). 

The economic impact of cyberattacks is significant, with the Institute of Internal 
Auditors (IIA) reporting that global losses from cyber incidents reached USD 8 trillion in 
2023, and ransomware attacks are projected to increase financial damages to USD 265 
billion by 2031 (Tempo.co, 2022). Despite the global nature of this threat, international 
cooperation remains hindered by regulatory inconsistencies, policy misalignment, and the 
reluctance of states to share strategic cybersecurity intelligence (Winarko, H., & Avianto, 
L., 2024; Cloramidine & Badaruddin, 2023). Indonesia faces severe cybersecurity 
vulnerabilities, ranking among the lowest three G20 nations on the National Cyber 
Security Index (NCSI) 2022, with a score of 38.96 out of 100 (Annur, 2022). In 2023, 
Indonesia recorded an average of 2,200 cyberattacks per minute, highlighting the 
inadequacy of existing cybersecurity mechanisms (Yonatan, 2023). A stark example is 
the June 2024 ransomware attack on Indonesia’s National Data Centre (PDN), which 
disrupted 210 government institutions, including immigration services, law enforcement 
agencies, and intelligence bodies (CNN Indonesia, 2024). This attack not only crippled 
public services but also heightened the risk of strategic data leaks, which could be 
exploited in the global geopolitical landscape. 

The escalation of cyber threats on a global scale further reinforces the urgency for 
enhanced cybersecurity governance. The 2017 WannaCry ransomware attack affected 
more than 150 countries, causing losses exceeding USD 1 billion, while the NotPetya 
cyberattack inflicted USD 300 million in damages to Maersk’s logistics operations (Putri, 
2021). Similarly, in 2020, the Carbanak and Cobalt hacking groups infiltrated over 100 
financial institutions worldwide, a case that was resolved through joint efforts between 
Europol and the FBI (Rahman, 2020). Despite the necessity for international 
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collaboration in combating transnational cyber threats, efforts remain constrained by 
fragmented regulations and geopolitical rivalries. The stalled United Nations 2024 
cybercrime agreement negotiations underscore the difficulty in achieving global 
consensus on cybersecurity governance (Chernenko, Demidov, & Lukyanov, 2018). 

From a legal perspective, Indonesia's cybersecurity regulatory framework remains 
inadequate in addressing the complexities of digital threats. The Electronic Information 
and Transactions (ITE) Law No. 19/2016 and the Personal Data Protection (PDP) Law 
No. 27/2022 fail to integrate comprehensive cybersecurity strategies within the global 
digital geopolitical landscape. Furthermore, the National Defence Law No. 3/2002 
categorises cybercrime as a non-military threat but lacks a structured response 
mechanism. Presidential Regulation No. 47/2023 on National Cybersecurity Strategy and 
Cyber Crisis Management provides a strategic cybersecurity policy framework, yet its 
implementation remains largely reactive rather than preventive (Ditjen Pothan Kemenhan 
RI, 2023). Comparatively, Malaysia and Singapore have adopted more structured 
cybersecurity policies and robust digital defence ecosystems, positioning them ahead of 
Indonesia in cyber resilience (Lestari & Finaldin, 2022). 

At the regional level, ASEAN has initiated cybersecurity collaboration through the 
ASEAN Regional Forum (ARF) and the development of ASEAN-CERT, a regional 
cybersecurity response mechanism. Malaysia and Singapore have established advanced 
cybersecurity ecosystems supported by comprehensive regulations and technological 
capabilities, whereas Indonesia continues to struggle with regulatory development, 
technological capacity-building, and cybersecurity workforce limitations (Putri, 2021). 
The Common Security Concept emphasises that regional cooperation is essential in 
addressing escalating cyber threats, particularly through regulatory harmonisation and 
improved multilateral coordination (Vivekanandan, 2016). 

Addressing the increasing sophistication of cyber threats requires collective 
international action, as unilateral approaches remain insufficient in mitigating 
transnational risks. Without enhanced multilateral cooperation, states remain vulnerable 
to cyber-enabled disruptions. Given Indonesia’s rapid digitalisation, the country must 
adopt adaptive and innovative cybersecurity strategies to strengthen its digital defence 
mechanisms (Cloramidine & Badaruddin, 2023). Cybersecurity is fundamental to 
safeguarding digital infrastructure and protecting public service systems in the Nusantara 
Capital City (IKN) development. Strengthening cyber resilience within IKN is vital to 
mitigating transnational cyber threats and ensuring the security of critical digital assets 
(Saraswati & Adi, 2022). Doktoralina et al. (2024) highlight that IKN’s smart city 
transformation requires an integrated cybersecurity approach encompassing data 
protection, strategic information security, and public engagement to enhance digital 
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resilience. Furthermore, previous studies stress the necessity of digital architecture 
transformation to strengthen secure data governance in support of national security 
(Doktoralina, 2023). 

Thus, multilateral cooperation in cybersecurity must be optimised to reinforce 
Indonesia’s digital defence mechanisms and enhance resilience against global cyber 
threats. This study aims to explore optimal strategies for strengthening multilateral 
cybersecurity cooperation to improve the effectiveness of cybercrime mitigation and 
enhance national vigilance. The research addresses the following questions:1)What are 
the barriers and enabling factors in multilateral cybersecurity cooperation?;2) How does 
multilateral cooperation impact national vigilance?;3)What optimal strategies can 
enhance the effectiveness of multilateral cybersecurity cooperation in addressing cyber 
threats?. 

Literature Review 

Cybersecurity constitutes a strategic pillar of national defence, particularly amid the 
escalating global threats in the digital domain. Neorealism Theory (Waltz, 1979) posits 
that states must strengthen their defence capabilities to safeguard stability and national 
interests (Sabry, 2024). In the cybersecurity context, nations with technological 
dominance exert control over global security systems, while those reliant on foreign 
technology remain highly vulnerable to data exploitation and external intervention. 
Consequently, Indonesia must develop independent cybersecurity capabilities to reduce 
dependency and enhance competitiveness within the international digital security 
ecosystem. 

International Relations Theory (Bull et al., 1990) asserts that multilateral 
cooperation and diplomacy serve as primary instruments in fostering global cybersecurity 
stability. As a rapidly expanding digital economy, Indonesia must strengthen its 
engagement in forums such as the International Telecommunication Union (ITU) and 
ASEAN, leveraging strategic partnerships with other nations to bolster its cyber defence 
capacity. 

Collective Security Theory (Gauhar & Palme, 1980) underscores that no state can 
unilaterally confront cyber threats, making a collective approach essential in mitigating 
cross-border cyberattacks. At the national level, National Vigilance Theory (Triwidodo 
et al., 2024) highlights the urgent need for early detection mechanisms and preparedness 
against strategic threats. In the realm of cybersecurity, Indonesia must adopt adaptive 
policies, strengthen regulatory frameworks, and enhance inter-agency coordination to 
ensure effective cyber deterrence. 
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Grounded in these theoretical perspectives, this study emphasises the critical role 
of comprehensive cybersecurity regulations and international cooperation in establishing 
a resilient and adaptive cyber defence system capable of addressing the challenges of the 
digital era. 

Inhibiting and Supporting Factors in Multilateral Cybersecurity Cooperation 

 The primary inhibiting factor in multilateral cooperation on cybersecurity is the 
disparity in policies and regulations among nations. To date, no binding global agreement 
has been established regarding international cybersecurity standards. Although the United 
Nations General Assembly adopted Resolution No. 74 in 2019 to initiate an international 
convention on cybercrime, this agreement has yet to achieve global consensus as of the 
2024 UN Assembly. Consequently, cyber diplomacy efforts are frequently hindered by 
national political and economic interests. Furthermore, reliance on foreign technology 
and low digital literacy levels in certain nations, including Indonesia, pose additional 
challenges to effective cooperation. Data indicate that Indonesia’s digital literacy rate 
stands at 62%, the lowest among ASEAN countries. 

 Conversely, supporting factors include various ongoing multilateral cooperation 
initiatives, such as the ASEAN Regional Forum (ARF) on Cybersecurity Initiatives, 
which aims to enhance cybersecurity capacity across Southeast Asia. Additionally, 
Indonesia has established collaborations with Japan, Australia, the United Kingdom, and 
the United States to strengthen digital forensics, enhance cybersecurity capabilities, and 
develop national cybersecurity policies. However, the effectiveness of these partnerships 
remains contingent on regulatory harmonisation at both domestic and international levels. 
Divergent standards and policies among nations frequently present barriers to the 
implementation of joint cybersecurity programmes. 

The Impact of Multilateral Cooperation on National Vigilance 

 Multilateral cooperation in cybersecurity significantly contributes to enhancing 
national vigilance by strengthening digital defence capabilities and mitigating cyberattack 
risks. According to National Vigilance Theory, every state bears the responsibility of 
safeguarding its strategic infrastructure, including government information systems and 
citizens’ personal data. Indonesia has witnessed a substantial increase in awareness 
regarding the importance of cybersecurity, particularly following the cyberattack on the 
National Data Centre (PDN) in June 2024, which disrupted over 210 government 
institutions. This incident served as a turning point for the government, accelerating the 
implementation of national cybersecurity strategies through enhanced cooperation with 
partner nations. 
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 However, challenges persist, particularly in the integration of national policies 
with international mechanisms. Indonesia continues to face regulatory constraints, as its 
domestic cybersecurity laws remain misaligned with international standards. Law No. 
19/2016 and Law No. 27/2022 have yet to fully accommodate cross-border data 
protection and coordinated international cybercrime investigations. Resolving these 
shortcomings is fundamental to ensuring Indonesia’s cybersecurity policies align with 
global best practices, thereby maximising the effectiveness of multilateral cybersecurity 
cooperation (Sarjito, A., 2024). 

Optimal Strategies for Enhancing the Effectiveness of Multilateral Cooperation in 
Addressing Cyber Threats 

Enhancing the effectiveness of multilateral cooperation in combating cyber threats 
requires a set of integrated strategies. One of the key measures is regulatory 
harmonisation and the strengthening of national cybersecurity policies. Domestic 
regulations must align with international standards to ensure that multilateral cooperation 
operates more effectively. Presidential Regulation (PERPRES) No. 47 of 2023 on the 
National Cybersecurity Strategy has served as an initial step in establishing a cyber 
defence framework. However, a comprehensive Cybersecurity Law is still needed. In 
comparison to Malaysia and Singapore, which have more advanced cybersecurity 
regulations, Indonesia must urgently strengthen its domestic regulatory framework to 
ensure the effectiveness of its international cooperation efforts. 

Additionally, enhancing technological capacity and human resources is a critical 
factor in strengthening national cybersecurity. International cooperation should prioritise 
technology transfer and capacity-building initiatives for cybersecurity professionals. 
Indonesia continues to face a digital skills gap, necessitating more extensive training 
programmes and cybersecurity certification initiatives in collaboration with developed 
nations. Furthermore, strengthening the role of the National Cyber and Crypto Agency 
(BSSN) as the primary institution for national cybersecurity should be prioritised as part 
of Indonesia’s digital defence strategy. 

To enhance Indonesia’s global standing, cyber diplomacy in international forums 
must be strengthened. Indonesia must actively contribute to cybersecurity negotiations in 
key global platforms, such as the G20, ASEAN, and the United Nations. Greater 
participation in international forums would reinforce Indonesia’s position in discussions 
on global cybersecurity policies. Additionally, this diplomatic effort must be supported 
by cross-ministerial coordination and increased representation in international 
cybersecurity initiatives. 
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Moreover, strengthening cybersecurity infrastructure and crisis management is a 
key determinant of element of Indonesia’s cybersecurity optimisation strategy. The 
national cybersecurity infrastructure must be reinforced to withstand increasingly 
sophisticated cyberattacks. PERPRES/47/2023 outlines cyber crisis management 
measures, but its implementation requires support from multiple stakeholders. 
Consequently, collaboration with the private sector and academia in the development of 
digital security technologies is a key factor in enhancing the effectiveness of the national 
cybersecurity system. By implementing these measures, Indonesia can enhance its digital 
resilience and improve its cyber deterrence capabilities against global cyber threats. 

 

METHODS 

This study adopts a qualitative research method with a descriptive-analytical 
approach, focusing on a comprehensive literature review. This approach enables an in-
depth examination of multilateral cooperation in cybersecurity by assessing policies, 
regulations, and international best practices. The research primarily relies on secondary 
data from authoritative sources, including reports from international organisations, peer-
reviewed academic journals, policy documents, and official government publications. 

To systematically assess the effectiveness of multilateral cooperation in addressing 
cyber threats, this study integrates a SWOT analysis to identify strengths, weaknesses, 
opportunities, and threats associated with international cybersecurity collaboration. This 
structured evaluation ensures a comprehensive analysis of policy measures and regulatory 
effectiveness. Additionally, the research applies a deductive analytical approach, aligning 
existing theoretical models with empirical findings. This systematic method enhances 
analytical validity and reliability, ensuring that the findings provide actionable policy 
recommendations for Indonesia’s cybersecurity governance. The following table 1 
presents the operational definitions of key variables examined in this study: 

Table 1. Operational Definitions of Key Variables 

Research Variables Operational Definition Indicators Research Process 
Optimisation Strengthening the 

effectiveness of 
multilateral cooperation 
in cybersecurity. 

Efficiency of 
collaboration, 
enhancement of digital 
resilience, effectiveness 
of policy strategies. 

Evaluation of 
regulatory frameworks 
and comparative 
analysis with other 
nations. 

Multilateral 
Cooperation 

International diplomatic 
relations involving 
multiple states to address 
global security 
challenges. 

Participation in 
international forums, 
cybersecurity 
agreements, policy 
coordination across 
states. 

Policy analysis and 
assessment of 
cybersecurity 
diplomacy. 
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Cybersecurity The digital domain 
encompassing computer 
systems, networks, and 
information technology. 

Frequency of 
cyberattacks, resilience 
of digital infrastructure, 
compliance with global 
security standards. 

Collection of empirical 
data from cybersecurity 
reports and policy 
reviews. 

National Vigilance The state’s preparedness 
to detect and prevent 
threats to national 
stability. 

Cyber defence policies, 
digital literacy 
initiatives, cybersecurity 
incident response 
mechanisms. 

Analysis of cyber 
threat trends and 
assessment of national 
regulatory 
preparedness. 

Ransomware Malware that encrypts or 
locks systems until a 
ransom is paid. 

Number of ransomware 
attacks, economic 
consequences, mitigation 
strategies implemented. 

Case study analysis of 
ransomware incidents 
and evaluation of 
government response 
policies. 

Source: Author (2024) 

To enhance data reliability, this study follows a systematic approach by consulting 
credible sources, including official documents from international institutions such as the 
International Telecommunication Union (ITU), reports from the Cybersecurity & 
Infrastructure Security Agency (CISA), and peer-reviewed research on cybersecurity 
governance. This structured methodology reinforces the analytical depth of the study, 
ensuring robust insights for policy development in Indonesia’s cybersecurity landscape. 
The research follows the conceptual framework illustrated in Figure 1, which consists of 
three key analytical stages: 

 

 

 

 

Figure 1: Framework for Cybersecurity and Multilateral Cooperation 

Stage 1: Problem Identification 

This stage examines major cybersecurity threats, including ransomware attacks and 
transnational cyber risks, which threaten national sovereignty and cybersecurity 
preparedness. A key challenge in strengthening multilateral cybersecurity cooperation is 
the lack of comprehensive cybersecurity legislation, particularly the absence of a 
dedicated Cybersecurity Law, which is essential for establishing a robust legal foundation 
for cyber diplomacy. 

Stage 2: Analysis of Supporting and Hindering Factors 

This stage evaluates the barriers and facilitators of multilateral cooperation in 
cybersecurity. Key obstacles include regulatory misalignment, lack of coordination 

1. Analysis of Inhibiting and 
Supporting Factors.  

2. Evaluation of Impact on 
National Vigilance 

3. Effective Strategies 

Existing 
Condition 

Desired 
condition 
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among stakeholders, and a shortage of cybersecurity expertise. Conversely, supporting 
factors include existing international agreements with ASEAN, G20, and the United 
Nations, along with increased governmental commitment to digital security. 

Stage 3: Evaluation of Impact on National Vigilance 

The final stage analyses how multilateral cooperation strengthens national vigilance 
against cyber threats that jeopardise economic security, critical digital infrastructure, 
political stability, and international relations. The analysis underscores how global 
collaboration enhances national cybersecurity frameworks and builds resilience against 
emerging cyber threats. 

This methodological approach ensures a systematic and structured analysis of 
cybersecurity governance, providing policy-driven insights to enhance multilateral 
cooperation and reinforce national cybersecurity resilience. 

 

RESULT AND DISCUSSION 

The Impact of Multilateral Cooperation on National Vigilance 

Multilateral cybersecurity cooperation significantly enhances national vigilance, 
particularly in human resource development, technology transfer, and cyber diplomacy. 
Engagement in international forums such as ITU and ARF enables Indonesia to access 
advanced security technologies while fostering capacity-building initiatives through joint 
training programmes and cross-border intelligence-sharing mechanisms. 

However, the success of multilateral cooperation depends on regulatory alignment 
with international cybersecurity standards. Comparative studies show that Singapore and 
Japan have adopted progressive cybersecurity regulations, ensuring greater policy 
coordination and incident response preparedness. Meanwhile, Indonesia continues to 
grapple with fragmented policies and institutional inefficiencies, limiting the full 
potential of international partnerships. 

From a public policy perspective, cybersecurity governance must be dynamic and 
adaptable to evolving technological threats (Safitra et al., 2023; Zaydi, 2024). The 
National Cyber and Crypto Agency (BSSN) is central to the integration of multilateral 
cybersecurity strategies into national policies. However, Indonesia remains heavily 
dependent on foreign cooperation to enhance cyber resilience. While international 
partnerships offer strategic advantages, self-reliance in cybersecurity governance must be 
prioritised to reduce long-term security risks. 
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Collective Security Theory emphasises that cyber threats cannot be mitigated 
through unilateral actions. Indonesia’s engagement in multilateral forums reflects this 
strategic approach, where global cybersecurity is perceived as a shared responsibility. 
However, to optimise these collaborations, Indonesia must ensure adaptive policymaking 
that aligns with rapidly evolving digital threats. 

Comparative Analysis of Indonesia’s Cybersecurity Landscape 

Neorealism Theory (Waltz, 1979) explains how technological superiority 
determines state power in global security structures. In cybersecurity, technologically 
advanced nations dominate international cyber governance, while less technologically 
independent states remain vulnerable to digital exploitation. Indonesia's heavy reliance 
on foreign digital infrastructure increases the risks of cyber espionage, data breaches, and 
strategic vulnerabilities. 

A major regulatory shortfall in Indonesia’s cybersecurity governance is the absence 
of a dedicated Cybersecurity Law. Existing regulations, such as the Electronic 
Information and Transactions Law (UU ITE) and the Personal Data Protection Law (UU 
PDP), fail to establish clear mechanisms for critical infrastructure protection or cross-
border cybersecurity collaboration. Comparatively, Malaysia and Singapore have 
implemented more structured cybersecurity laws, enabling a more integrated response to 
cyber threats. To narrow this disparity, Indonesia must accelerate legislative efforts to 
introduce comprehensive cybersecurity policies that align with global cybersecurity 
frameworks. 

Another critical challenge is the shortage of skilled cybersecurity professionals. 
Data from Indonesia’s Ministry of Communication and Informatics indicate that 600,000 
cybersecurity experts are needed annually, yet graduate output remains insufficient. The 
National Cyber and Crypto Agency (BSSN) remains integral to national cybersecurity 
management; however, limited human resource capacity hinders the agency’s operational 
effectiveness. Compared to Singapore and Japan, which prioritise cybersecurity 
workforce development through education and industry partnerships, Indonesia must 
enhance academic collaboration and vocational training to meet growing cybersecurity 
demands. 

Moreover, foreign technology dependency further weakens Indonesia’s cyber 
resilience. Neorealism Theory asserts that technological disparities allow dominant 
nations to exert control over weaker states, influencing cybersecurity architectures and 
policy-making processes. Strengthening technological autonomy by investing in 
domestic cybersecurity research and development (R&D) is essential to mitigating 
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foreign dependency risks and enhancing national strategic positioning in global 
cybersecurity governance.. 

The Impact of Multilateral Cooperation on National Vigilance 

Multilateral cooperation is instrumental in reinforcing national vigilance by 
improving human resource capacity, facilitating technology transfer, and advancing cyber 
diplomacy. Active participation in international cybersecurity forums, including the 
International Telecommunication Union (ITU) and the ASEAN Regional Forum (ARF), 
provides Indonesia with access to advanced digital security technologies and facilitates 
capacity-building initiatives through training and knowledge exchange programmes. This 
engagement supports Indonesia’s efforts to bridge technological gaps and improve cyber 
resilience against evolving threats. 

Beyond capacity-building, collaborative mechanisms improve the early detection 
and prevention of organised cyber threats. Through structured information-sharing 
systems and intergovernmental coordination, Indonesia can enhance threat anticipation 
capabilities and implement proactive mitigation strategies. However, the effectiveness of 
these initiatives depends on the alignment of national regulations with global 
cybersecurity standards and the government's commitment to adaptive policy 
implementation. The National Cyber and Crypto Agency (BSSN), as Indonesia’s leading 
body in cybersecurity governance, serves a key function in fortifying digital defence 
strategies. However, regulatory gaps, fragmented institutional coordination, and heavy 
reliance on foreign partnerships continue to undermine national cyber resilience. While 
international cooperation remains essential, Indonesia must prioritise self-reliance in 
cybersecurity governance by developing indigenous technologies, strengthening 
regulatory enforcement, and improving human capital. 

From the perspective of Collective Security Theory, cyber threats are transnational 
in nature, requiring integrated global response mechanisms rather than unilateral action. 
Indonesia’s participation in multilateral cybersecurity frameworks reinforces this 
principle by promoting collective digital resilience as a shared responsibility. However, 
to maximise the benefits of international collaboration, Indonesia must enhance 
regulatory flexibility, improve institutional coordination, and adopt strategic 
cybersecurity policies that align with the rapidly evolving digital threat landscape. 

Regulatory and Strategic Gaps in Indonesia’s Cybersecurity Governance 

 Cybersecurity regulations must be dynamic and adaptable to keep pace with rapid 
technological advancements and the growing complexity of cyber threats (Safitra, Lubis, 
& Fakhrurroja, 2023; Zaydi, 2024). Comparative studies indicate that Singapore and 
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Japan have implemented progressive cybersecurity models, featuring robust regulatory 
frameworks, strict enforcement mechanisms, and well-coordinated cyber defence 
strategies. In contrast, Indonesia continues to grapple with fragmented cybersecurity 
policies, hampering policy effectiveness and cross-sectoral collaboration. Despite recent 
regulatory advancements, Indonesia’s cybersecurity framework remains inadequate in 
addressing cross-border cyber threats and requires stronger integration with international 
cybersecurity norms. 

 To enhance multilateral cooperation effectiveness, Indonesia must strengthen 
cross-sectoral coordination, involving academia, industry, and government agencies in 
developing a comprehensive digital security ecosystem. Public-private partnerships must 
also be reinforced, particularly in early detection systems, cyber threat intelligence-
sharing, and technological innovation. Furthermore, reducing dependence on foreign 
cybersecurity solutions is essential to safeguarding national digital sovereignty. Indonesia 
should prioritise domestic cybersecurity industry development and increase investment 
in cybersecurity research, indigenous software development, and digital defence 
innovation. 

Optimising Multilateral Cooperation through a Strategic Approach 

To identify the most effective strategies for improving multilateral cybersecurity 
cooperation, a SWOT analysis assesses Indonesia’s strengths, weaknesses, opportunities, 
and threats in digital defence. Table 2 provides an overview of the key internal and 
external factors influencing Indonesia’s cybersecurity governance. 

Table 2. SWOT Analysis of Multilateral Cooperation in Cybersecurity 

INTERNAL EKSTERNAL 
STRENGTHS OPPORTUNITIES 

1) Active participation in multilateral 
cybersecurity forums, such as the ITU and 
ARF, fostering cyber diplomacy and 
technological collaboration 

2) The existence of the National Cyber and 
Crypto Agency (BSSN), which serves as 
Indonesia’s primary cybersecurity 
institution. 

3) Strategic partnerships with major 
cybersecurity actors, including the United 
States, the United Kingdom, and 
Australia, to advance human resource 
capacity.   

1) Escalating complexity and sophistication 
of cyber threats, making detection and 
prevention increasingly challenging. 

2) Advancements in cybersecurity 
technologies that can be leveraged for 
strengthening Indonesia’s cyber defence 
capabilities.  

3) Increased access to training programmes, 
technical cooperation, and knowledge 
exchange initiatives from global 
cybersecurity leaders. 
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INTERNAL EKSTERNAL 
WEAKNESS THREATH 

1) Lack of a comprehensive Cybersecurity 
Law, resulting in legal ambiguity and 
policy fragmentation. 

2) The demand for cybersecurity 
professionals in Indonesia stands at 
600,000 per year, yet the available 
workforce remains significantly below the 
required level, highlighting an urgent need 
for capacity-building efforts. 

3) Weak inter-agency coordination between 
government bodies, the private sector, and 
cybersecurity stakeholders, impeding 
effective threat response mechanisms.  

1) Escalating complexity and sophistication 
of cyber threats, making detection and 
prevention increasingly challenging. 

2) Over-reliance on foreign cybersecurity 
technology, increasing data security risks 
and potential external influence.  

3) Regulatory inconsistencies between 
Indonesia and international partners, 
complicating policy harmonisation and 
multilateral cybersecurity cooperation. 

 
 
 

Source: Processed by the author (2024) 

Strategic Policy Recommendations for Strengthening Cybersecurity Cooperation 

Given the findings of the SWOT analysis, Indonesia must adopt a series of strategic 
measures to optimise multilateral cybersecurity cooperation and enhance national 
vigilance against digital threats. 

The first critical step is to enact a comprehensive Cybersecurity Law. Establishing 
a clear legal framework will provide the foundation for cross-border cyber defence 
cooperation and facilitate the mitigation of digital threats. With such legislation in place, 
international coordination in combating cybercrime can be better structured, while law 
enforcement against cross-border cyberattacks can become more effective. 

In addition to regulatory aspects, strengthening human resource capacity in 
cybersecurity is essential to improving national digital resilience. Indonesia must forge 
strategic partnerships with leading cybersecurity technology providers, academic 
institutions, and international allies to develop a highly skilled cybersecurity workforce. 
This effort should include intensive training, certification programmes, and expert 
exchanges to ensure that Indonesia has professionals capable of addressing global cyber 
threats. 

Furthermore, enhancing inter-agency coordination is crucial to strengthening the 
national cybersecurity system. Currently, coordination between government institutions, 
private-sector stakeholders, and cybersecurity experts remains inadequate, leading to 
slow responses to cyber incidents. To address this, an integrated mechanism must be 
established to enable real-time information sharing among relevant institutions. The 
implementation of artificial intelligence (AI)-driven systems and advanced analytics can 
accelerate early detection and response to evolving cyber threats. 
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Another strategic priority is to reduce reliance on foreign cybersecurity technology. 
At present, Indonesia depends significantly on foreign software and infrastructure, 
increasing the risk of strategic data breaches. To mitigate this, the government must 
encourage the development of a domestic cybersecurity industry by increasing investment 
in research and development (R&D) in digital security. Supporting cybersecurity start-
ups and providing incentives for local industries will be key in fostering a self-sufficient 
and highly competitive national cybersecurity ecosystem. 

Finally, expanding cyber diplomacy efforts in international forums is essential. 
Indonesia must take a more active role in global cybersecurity negotiations and advocate 
for stronger multilateral cooperation mechanisms. Participation in organisations such as 
the International Telecommunication Union (ITU), ASEAN Cybersecurity Cooperation, 
and other global cybersecurity forums will enhance Indonesia’s role in shaping 
international cybersecurity standards. Moreover, regulatory harmonisation with global 
cybersecurity standards must be pursued to ensure Indonesia’s adaptability to 
international policy changes and to strengthen collective digital resilience. 

By implementing these measures, Indonesia can maximise the benefits of 
multilateral cooperation, strengthen its national cybersecurity infrastructure, and enhance 
resilience against increasingly complex threats in the digital transformation era. A well-
structured and cross-sectoral policy approach will be key to establishing a robust and 
sustainable cybersecurity system. 

 

CONCLUSION 

This study confirms that multilateral cooperation in cybersecurity is essential for 
Indonesia in addressing complex and transnational cyber threats. However, regulatory 
deficiencies, a shortage of cybersecurity professionals, and reliance on foreign technology 
remain key challenges. Additionally, policy inconsistencies and geopolitical tensions 
hinder international cybersecurity harmonisation. Despite these obstacles, Indonesia’s 
engagement in global forums such as the International Telecommunication Union (ITU), 
the ASEAN Regional Forum (ARF), and the ASEAN Political-Security Community 
(APSC) offers opportunities to enhance human resource capacity, adopt advanced 
cybersecurity technologies, and strengthen collective security mechanisms. The 
effectiveness of these cooperative efforts depends on comprehensive national policy 
reforms, institutional capacity-building, and increased investment in cybersecurity 
infrastructure to reduce external dependency. The government must prioritise the 
enactment of a comprehensive Cybersecurity Law, improve cross-sectoral coordination 
among key institutions, and advance regional regulatory harmonisation within ASEAN 
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to establish an integrated cybersecurity response mechanism. Strengthening collaboration 
with INTERPOL, UNODC, and ASEAN-Singapore Cybersecurity Centre of Excellence 
(ASCCE) will enhance cybercrime prevention frameworks and digital forensic 
capabilities. 

Long-term policies should focus on expanding cybersecurity investment, fostering 
domestic innovation, and reducing dependency on foreign technologies. Establishing a 
national cybersecurity task force, modelled after Singapore’s Cyber Security Agency 
(CSA) and Japan’s National Centre of Incident Readiness and Strategy for Cybersecurity 
(NISC), would improve cyber incident response and crisis management. Future research 
should explore case studies from leading cybersecurity nations, apply quantitative risk 
assessments, and analyse geopolitical risks and foreign technology dependency to guide 
Indonesia’s cybersecurity strategy and digital sovereignty efforts. Strengthening 
multilateral cooperation while enhancing national cybersecurity autonomy will enable 
Indonesia to develop a resilient and adaptive digital security framework in response to 
evolving global cyber threats. 
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