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INTRODUCTION

Rapid technological progress has accelerated the development of quantum
computing, which applies qubits through the principles of superposition and
entanglement to perform complex computations at speeds surpassing those of classical
binary-based systems (McKinsey & Company, 2025; Steane, 2000). Its coexistence with
conventional processors for input and output operations has broadened the digital system
connection with artificial intelligence (Al) and cloud computing (Rietsche et al., 2022).

Giant global player, like Google and IBM demonstrated quantum advantage over
the most advanced supercomputers, and world leader countries such as the United States,
China, Japan and the European Union intensified investment by establishing research
laboratories, cultivating specialised talent and reinforcing quantum technology value
chains (Arute et al., 2019; Rietsche et al., 2022). The technology has since evolved
through scientific modelling, economic optimisation and cyber security, from molecular
simulation of innovative materials (Gerbert & Ruess, 2018) to portfolio or logistics
optimisation (Langione et al., 2019; Menard et al., 2020). as well as for the discovery of
next-generation encryption. Despite this advancement, current machines sit in the Noisy
Intermediate Scale Quantum phase, where qubit stability is limited and susceptibility to
interference is high (Almudever et al., 2017).

The rise of quantum computing is transforming Indonesia's understanding of
national resilience, particularly the threat (ancaman), challenge (tantangan), obstacle
(hambatan), disturbance (gangguan) or ATHG in technology and cyber defence
(Suryohadiprojo, 1997). Rising reliance on digital since Covid-19 has left government,
economic and defence systems newly susceptible to quantum-enabled attacks that could
compromise data sovereignty by mass decryption. Shor’s algorithm, for example, can
break RSA and ECC, the Indonesian government’s asymmetric cryptographic algorithms
utilised in our government systems, and it becomes necessary to strengthen the national
policies on post-quantum digital security (Bova et al., 2021).

The Quantum Technology and Applications Consortium (QUTAC) states that
readiness for quantum risk management requires state-of-the-art facilities, institutional
collaboration and workforce capacity to conduct research-baseline expectations that are
now being fulfilled by the world's largest economies through targeted government action”
(Bayerstadler et al., 2021). In the United States, federal agencies are mandated to adopt
quantum-resistant encryption with reference to standards issued by National Institute of
Standards and Technology (NIST) years of 2024 and The White House (2022) . The
European Union and China have made post-quantum cryptography a cybersecurity
priority (European Union Agency for Cybersecurity, 2021; State Council of China, 2021).
However, compared to these countries, Indonesia still falls short in these criteria.
Therefore, Indonesia must develop a national strategy to reduce dependence on foreign
cryptography and maintain digital security in the post-quantum era.

Previous studies on quantum computing have largely focused on technical
development, cryptographic vulnerability, quantum algorithms, industrial applications,
and global technological competition. In Indonesia, related studies have mainly discussed
cybersecurity, digital transformation, and national resilience in general, without
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specifically examining quantum computing as a strategic disruption to national resilience.
This shows a research gap in analysing quantum computing through the Asta Gatra,
ATHG, pentahelix, and Complex Adaptive Systems frameworks.

To address this gap, this study offers novelty by integrating quantum computing,
post-quantum cryptographic risk, Indonesia’s national resilience framework, and
Complex Adaptive Systems theory. This integration enables quantum computing to be
analysed not only as a technological issue, but also as a non-traditional security challenge
affecting data sovereignty, governance, human resources, technological independence,
and national adaptive capacity.

Consistent with these objectives, the study analyses the dynamics of quantum
computing development that affect threats, challenges, roadblocks and disruptions to
Indonesia’s digital security and data sovereignty through national resilience system in a
new quantum technology realm. The study assesses advanced economies’
implementation of best practices of laws and policies towards establishing standards-
setting for quantum-resistant cybersecurity regimes including regulation and post-
quantum cryptographic research infrastructure and people development strategy to meet
standard requirement. Finally, this study ascertains strategic policy which would be
required to upgrade national preparedness in facing risks related to the emerging field of
quantum technologies.

LITERATURE REVIEW
Theoretical Studies

The national resilience categorized resilience across eight interrelated dimensions
(4sta Gatra), that are geography, demography, natural resources, ideology, politics,
economy, social, culture, defence, security (Alfi et al., 2023). The concept of national
resilience is based on Pancasila (The Five Principles of Ideology Countries of Indonesia),
the 1945 Constitution of the Republic of Indonesia, and the Archipelagic Outlook
(Wawasan Nusantara). The framework is aimed to map threat threat (ancaman),
challenge (tantangan), obstacle (hambatan), disturbance (gangguan), in more well-
known term, ATHG, based on the eight dimensions of resilience (Suryohadiprojo, 1997).
A threat is when there is a deviation from a target. A challenge is a new target that needs
to be achieved. An obstacle is something that weakens the achievement of a target. A
disturbance is something that prevents the achievement of a target (Hanita, 2020). The
ATHG concept also categorized threats into military or non-military, and internal or
external to help state optimise capabilities and to maintain national resillience
(Hikmawan, 2020). The national resilience concept stated that resilience require
collective effort from 5 groups of society or stakeholders (pentahelix), that are
government, academics, media, business, communities (Sari et al., 2024).

The concept of resilience is complexity is interrelated (Scharte, 2025). The
Complex Adaptive System (CAS) theory suggests that complexity is essential for
resilience because complex systems are made up of agents that can learn and adapt.
However, as systems become more complex, they face a greater likelihood of sudden and
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serious disruptions, which increases the need for resilience. Malik (2024) found that CAS
can improve quantum computing approaches and quantum computing, in turn, can
advance CAS-based analysis. CAS are defined by complexity, adaptability, self-
organization, and emergent behaviour that appear across many fields, hence able to cover
the 8 national resilience dimensions. Whole-systems quantum computing operates by
manipulating the global quantum state through entanglement and superposition to solve
difficult problems. Therefore, the integration of CAS principles into quantum computing
can support the development of more advanced quantum algorithms, ultimately enabling
more effective solutions to ATHG.
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Figure 1. Network visualization of literature on quantum computing, national resilience
concept and complex adaptive system theory

Figure 1 presents a network visualization on thematic relationships between
literature on quantum computing, national resilience, and Complex Adaptive Systems
(CAS) theory. At the centre of the network, the term “resilience” appears as the largest
and most interconnected node, indicating that resilience is the primary conceptual bridge
between the literature on quantum technologies and CAS. Resilience also has linkages to
“complex adaptive system,” “security,” “quantum technology,” and “industry” indicate
that resilience has been discussed broadly. On the left side of the network, a dense cluster
of red and blue nodes like “qubit,” “quantum circuit,” “quantum system,” and “quantum
technology” show the technically oriented literature on quantum computing. The
proximity of these nodes indicates that literature on quantum computing focuses on
technical aspects. These clusters connect to resilience cluster through concepts like
“complex quantum” and “quantum mechanics”. The right side of the network visualizes
literature on CAS. Nodes like “security,” “IOT” and “healthcare” form a cluster where
resilience and CAS principles are used to assess the implications of emerging
technologies. Overall, the network visualization show that quantum computing, CAS
theory, and national resilience are increasingly interconnected. Quantum technologies
form the technical base, CAS provides the theoretical framework for understanding
system behaviour, and resilience linking technological advancement to societal needs.
This pattern give room for research applying CAS-informed quantum methods to real-
world resilience challenges, as part of transdisciplinary approach.

2 ¢

9 ¢¢

Empirical Studies

The empirical studies describe the approaches of the European Union, India, the
United Kingdom, and the United States in legislative frameworks and standards
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development to quantum technologies. Australia’s policy on quantum technology is based
on national security, responsible innovation, and economic development (Department of
Industry Science and Resources, 2024; Lloyd-Jones & Manwaring, 2024; Resources,
2023). The National Quantum Strategy, “Shield 10” launched in May 2023, outlines the
government’s commitment in fostering Australia’s quantum ecosystem. The strategy also
set new standards to manage risks associated with quantum computing, especially on
current cryptographic systems. Quantum technologies and cryptography are also
designated as Critical based on the Foreign Acquisitions and Takeovers Act 1975. Act
2020 then set to amended Act 1975, to require foreign investments especially on quantum
technologies or related infrastructure to undergo scrutiny by the Foreign Investment
Review Board (FIRB). The Security of Critical Infrastructure (SOCI) Act reinforce the
policy’s impact by imposing obligations on operators of essential systems, including
incident reporting to the Australian Signals Directorate, implementing risk management
programs, and complying with requirements for Systems of National Significance.
Although the current legislative reform does not contain quantum-specific measures,
quantum technology challenge would still fall under the SOCI Act’s risk and response
frameworks. Moreover, Australia’s telecommunications and intelligence legislation, for
example the Telecommunications Act and Telecommunications (Interception and
Access) Act, creates tension between national security access requirements and the
technical properties of quantum communication systems. For example, quantum
networks designed to be interception-proof may be incompatible with legal obligations
for lawful access.

The European Union has set goals for advancing quantum technologies while
acknowledging the risks to current cryptographic systems (European Comission, 2024;
European Commision, 2023; Lloyd-Jones & Manwaring, 2024; Technologies, 2023). On
11 April 2024, the European Commission released a recommendation for member states
to coordinate post-quantum cryptography (PQC) adoption. Although the EU does not yet
have quantum-cybersecurity legislation, several policies already moving towards
preparedness. For example, the proposed Cyber Solidarity Act of April 2023 is aimed to
strengthen EU’s cyber preparedness, detection, and response capabilities. This Act
includes the establishment of a European Cybersecurity Shield. In April 2024, the
Commission recommended that member states to begin migrating public-sector and
critical infrastructure systems to PQC as soon as possible and collaborate in the selection
of PQC algorithms as EU-wide standards. The Regulation (EU) 2021/821, controls export
for dual-use items, covering quantum computers, qubit devices, quantum circuits, and
other related components or technologies. European standards bodies have developed
adoption frameworks of quantum technologies. The CEN-CENELEC Focus Group
published a quantum technology standardization roadmap in March 2023. ETSI has
released multiple technical reports and specifications complementing the NIST
standardization.

India advancing its quantum technology ecosystem through national initiatives,
funding, and research partnerships (Electronic and IT Division Council (LITDC), 2024;
Lloyd-Jones & Manwaring, 2024; PMINDIA, 2023; The Economic Times, 2023). In
January 2024, the Ministry of Electronics and Information Technology released a
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Quantum Technologies Roadmap that prioritize research and development in
cybersecurity. India has already demonstrated operational quantum capabilities, for
example India has launched quantum-secure communication link in March 2023. The
government has invested over INR 6000 crore (USD 730 million) under the National
Quantum Missions that supports nearly one hundred quantum projects covering
computing, communications, sensing, metrology, materials, and device innovation. The
proposed Digital India Act (DIA) is set to pose stronger cybersecurity obligations. Export
is also regulated under the Foreign Trade Policy (FTP) 2023 and the SCOMET list.
Investment in quantum sectors is governed by the Foreign Exchange Management Act
(FEMA). Investment in several sectors relevant to quantum technologies still require
government approval. India is also developing its own quantum standards. The Bureau of
Indian Standards (BIS) oversees technical standards for quantum computing and align
India’s quantum standards with international standards.

The United Kingdom has made long-term investments through National Quantum
Technologies Programme (2014-2024) and the National Quantum Strategy (2023—-2033),
totalling over GBP 4.5 billion in public and private funding (Lloyd-Jones & Manwaring,
2024). The National Cyber Security Centre (NCSC) has issued guidance on quantum key
distribution (QKD) and quantum-safe cryptography (QSC) (National Cybersecurity
Connect, 2020). However, the NCSC advises that QKD is unsuitable for government or
military use and discourages the deployment of non-standardized quantum-safe
cryptography. The Investigatory Powers Act 2016 (IPA) and Regulation of Investigatory
Powers Act 2000 (RIPA) govern the interception and acquisition of encrypted
communications, and The National Security Investment Act 2021 (NSIA) allows the
government to review and intervene foreign investments in including quantum
technologies (GOV.UK, 2024). Additionally, quantum-related items are regulated as
dual-use goods under the Export Control Order 2008, which oversees export controls for
technologies with both civilian and military applications. In November 2023, the UK
established the Quantum Standards Network Pilot to as participation in international
quantum standards efforts. The UK works closely with IEEE Standards Association, ISO,
and IEC, and is awaiting formal post-quantum cryptography standards from NIST and
ETSI before continuing to large-scale adoption.

The United States has developed one of the most comprehensive frameworks for
quantum technologies, covering even to the economic potential of quantum
commercialisation (Lloyd-Jones & Manwaring, 2024; National Institute of Standards and
Technology, 2025; National Quantum Coordination Office, 2022). The National
Quantum Initiative Act (2018) established the National Quantum Initiative, that direct
NIST, the National Science Foundation, and the Department of Energy in quantum
research and development. Funding for quantum innovation and defence applications also
provided through National Defence Authorization Acts (NDAA) and the CHIPS and
Science Act 2022. The Quantum Computing Cybersecurity Preparedness Act (2022)
mandates federal agencies to identify vulnerable in cryptographic systems and develop
migration plans to adopt NIST-approved post-quantum cryptography (PQC). The U.S.
also set legal basis for communications interception through Communications Assistance
for Law Enforcement Act (CALEA), the Foreign Intelligence Surveillance Act (FISA),
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and the PATRIOT Act. These legal acts require telecommunications providers to assist
law enforcement under court order. Under the Export Control Reform Act 2018, key
quantum technologies can be restricted to prevent uncontrolled proliferation. The U.S.
primarily relies on the National Institute of Standards and Technology (NIST) that leads
global efforts in post-quantum cryptography. NIST, alongside the National Security
Agency, has issued guidelines for quantum-resistant algorithms. On 14 August 2024,
NIST published the first three finalized PQC standards.

Differing to developed country, research on quantum computing in Indonesia are
still dominated in studies on technical aspects with research gap on the implication to
national resilience (Hidary, 2021; Preskill, 2023; Steane, 2000). In developing countries
like Indonesia, quantum computing research is not common and still focus on classical
computing level issues (Alfi et al., 2023; Putranti et al., 2020; Vincha & Satrio, 2024).
Answering the research gap, this study offers novelty by integrating quantum technology
and national resilience using transdisciplinary approach of technology policy and non-
traditional security. The study also maps the implications of quantum computing for
national data and digital infrastructure sovereignty.

METHODS

This study uses qualitative descriptive approach (Krippendorff, 2018; Saunders et
al., 2015) that integrates empirical literature with the theoretical foundations of
Indonesia’s national resilience concept and the grand theory of Complex Adaptive
Systems (CAS). Secondary empirical data are sourced from academic publications,
government policy and strategy documents, and institutional reports concerning the
digital, economic, and defence sectors. The reviewed sources were limited to academic
publications, policy documents, and institutional reports published between 2018 and
2025 and were selected based on their relevance to quantum computing, signals
intelligence, cybersecurity governance, post-quantum cryptography, and national
resilience. These sources are used to identify patterns of policy responses to quantum
technology, which are then mapped onto Indonesia’s resilience framework to formulate
strategic recommendations in the post-quantum era.

The analysis was conducted through document analysis and thematic content
analysis. First, the selected sources were reviewed to identify the development of
quantum computing and its implications for cybersecurity, data sovereignty, and national
defence. Second, the findings were organised into four analytical themes: quantum
computing and signals intelligence (SIGINT), global cybersecurity responses, quantum
computing and national resilience, and policy directions for Indonesia. Third, these
themes were interpreted through the concepts of threats, challenges, obstacles, and
disturbances (ATHG) to assess how quantum technology may affect Indonesia’s digital
security and strategic resilience.

The study utilizes national resilience concept through the Asta Gatra framework,
which categorises resilience into eight interrelated dimensions, and is normatively
grounded in Pancasila, the 1945 Constitution of the Republic of Indonesia, and Wawasan
Nusantara. The framework further recognises that resilience requires collective effort
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from the pentahelix stakeholders. CAS theory is used to position complexity, adaptability,
and institutional interaction as essential elements of resilience. In this study, the Asta
Gatra framework is used to map the multidimensional impact of quantum computing on
Indonesia’s political, economic, socio-cultural, defence, and security dimensions.
Meanwhile, CAS theory is used to explain national resilience as an adaptive system
involving the interaction of government institutions, research organisations, universities,
industry, security agencies, and society. This approach enables the study to formulate
short-term and long-term policy directions for strengthening Indonesia’s preparedness in
the post-quantum era.

RESULT AND DISCUSSION
Quantum Computing and Signals Intelligence (SIGINT)

Quantum computing can increase the signals intelligence (SIGINT) capabilities in
the interception and decryption of electronic communications. Quantum computing offers
stronger cryptanalytical power far beyond classical systems, particularly over public-key
cryptography methods like RSA and ECC (Mustafovski et al., 2025). Security studies
increasingly view quantum technologies as drivers of a new era of information superiority
in conflict environments, particularly within functions like command, control,
communications, computers, intelligence, surveillance, and reconnaissance (C4ISR), in
which SIGINT is situated.

Nation that achieve quantum decryption capabilities at early stage will possess
significant advantages in mapping communication networks, identifying command
structures, and accessing encrypted data that are valuable for diplomacy and defence
planning (European Union Agency for Cybersecurity, 2022). The threat is not limited to
immediate breaches of classified channels but includes practices like “harvest now,
decrypt later”, in which encrypted communications collected today may be decrypted in
the future when large-scale quantum computers become available.

For Indonesia, the SIGINT dimension of quantum computing is directly linked to
defence and diplomacy. ENISA and NIST have warned that foreign intelligence with
more advance quantum decryption capabilities may gain access to encrypted archives
containing sensitive material related to national security, foreign policy, and economic
negotiations. Indonesia government must begin transition to quantum-resistant
cryptographic standards and enhance technical capacity across defence and cybersecurity
institutions so that Indonesia does not fall into an asymmetric position in the emerging
quantum-era SIGINT competition when the operational quantum computers era finally
emerge (European Union Agency for Cybersecurity, 2022).

Quantum Computing in Global Cybersecurity

The development of quantum technology has become global race for major powers
(Shivakumar et al., 2025). More advanced quantum capabilities can give nations greater
influence over data security, governance, military modeling, and SIGINT (Gruska, 2013;
Shivakumar et al., 2025). The United States is advancing quantum development through
the National Quantum Initiative Act that implement cross-agency collaboration and

541 | DOI: 10.55960/jiri.v13i4.1215



Jurnal Lemhannas RI (JLRI)

Vol. 13 No. 4 | December 2025 E-ISSN: 2830-5728

mandatory migration to quantum-resistant encryption (Office of Management and
Budget, 2022; United States Congress, 2018). IBM and Cisco have announced plans to
build network of large-scale and fault tolerant quantum computers (IBM, 2025).
JPMorganChase has launched $1.5trillion investment in sectors, one of them is quantum
computing (JPMorganChase, 2025). China use centralized, state-driven model supported
by substantial public investment. One example is the launch of the Micius satellite as a
part of the national strategy for quantum communications (Hmaidi & Groenewegen-Lau,
2024; Liao et al., 2017). The European Union implement Quantum Technologies
Flagship, although the private investment and hardware manufacturing still lags behind
the US and China (European Commission, 2025b; Nolan, 2025).

The quantum industry is projected to surpass USD 1 trillion by 2035 (McKinsey
Digital, 2025; Rietsche et al., 2022). However, without a global governance framework,
the widening capability gap could increase security inequities and instability, particularly
given the potential uses of quantum computing in decryption and defence systems (Nolan,
2025; Shivakumar et al., 2025). One of the example is the Shor's algorithm that break
RSA and ECC (Shor, 1994) and prompted US authorities, NIST, and ENISA to deploy
cryptographic asset mapping, migration planning, and developed post-quantum
cryptography standards (National Institute of Standards and Technology, 2023).

Quantum Computing and National Resilience

Digital resilience and information security are core elements of Indonesia’s socio-
political and defence pillars in the national resilience framework (Lemhannas RI, 2018;
Santoso, 2020). Therefore, National resilience is defined in this study as the nation’s
capacity to anticipate and withstand threats, challenges, obstacles, and disruptions
(ATHG) from global technological transformation into quantum computing (Gidney &
Eker, 2021; Hanita, 2020; Shor, 1994). Within the resilience framework, the quantum
computing threats are categorized as non-military ATHG that threaten data security,
public trust, and the continuity of digital development (Sari et al., 2024). Viewed through
the Asta Gatra framework, quantum computing affects several dimensions of Indonesia’s
national resilience. In the defence and security dimension, quantum-enabled decryption
may weaken the protection of strategic communication, intelligence archives, and
classified state data. In the political dimension, cyber vulnerability may reduce the state’s
capacity to protect public institutions and maintain trust in digital governance. In the
economic dimension, the exposure of financial, banking, and industrial data may disrupt
digital economic stability. In the socio-cultural and demographic dimensions, limited
quantum literacy and the shortage of specialised human resources may weaken
Indonesia’s adaptive capacity. Therefore, quantum computing should not be treated
merely as a technical cybersecurity issue, but as a multidimensional resilience challenge

One example of threats is the “harvest now, decrypt later” (HNDL) strategy that is
asymmetric and transnational. This threat require as soon as possible cryptographic asset
mapping and transition to post-quantum cryptography (European Union Agency for
Cybersecurity, 2021; National Institute of Standards and Technology, 2023). Countries
like the United States and European Union are already transitioning to PQC and
establishing deadlines for securing critical infrastructure (National Institute of Standards
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and Technology, 2024) unlike Indonesia that still lacks on policies requiring encryption
inventories or PQC migration plans. Right now, HNDL directed at public institutions or
the financial sector will trigger large-scale data breaches and destabilise the digital
economy.

In terms of ATHG, quantum computing may be classified as a threat when it enables
foreign actors to decrypt sensitive national data; as a challenge when Indonesia needs to
develop post-quantum cryptographic standards and human resources; as an obstacle when
limited research infrastructure and fragmented regulation weaken preparedness; and as a
disturbance when sudden technological disruption affects the continuity of public
services, financial systems, and defence communication. This classification strengthens
the relevance of the national resilience framework in assessing quantum-related risks.

Indonesia initiatives towards quantum computing development also hindered by
limited public investment, fragmented research policy, and weak institutional capacity
when compared to major powers’ initiatives like the U.S. National Quantum Initiative,
the EU Quantum Flagship, and the QBN network (European Commission, 2025a).
Indonesia has only one major investment, that is the USD 400 million Quantum Al Data
Centre in Batam as part of the Indonesian Quantum Initiatives (BRIN, 2024; Ramli, 2024;
S & Gewati, 2025). Beside the quantum data centre, Indonesia still lacks quantum
laboratories and accessible quantum computing facilities (Almudever et al., 2017).
Indonesia education system also does not have dedicated academic and mastery
programmes, even on basic quantum principles, hindering human capital development
(Hidary, 2021; Primayanti & Nasution, 2025; Steane, 2000). The root problem is weak
legal framework that coordinated policies linking research, security, and
commercialisation (Hidary, 2021). Therefore, strengthening national resilience requires a
coordinated transition to post-quantum encryption and enhanced digital literacy across
government, industry, and education.

Policy Directions for Indonesia

In the short term, Indonesia must prioritise the development of a national
transitioning roadmap to post-quantum cryptography (PQC) within six to twelve months.
The roadmap should begin with mapping digital assets of digital assets across critical
sectors and determine the priority levels, taking the example of EU recommendation to
assess quantum risk exposure early and systematically (European Union Agency for
Cybersecurity, 2021). This process should also be accompanied by a full audit of
cryptographic dependencies within government systems, similar to the U.S. requirement
under OMB Memorandum M-23-02 (Office of Management and Budget, 2022).
Indonesia should also accelerate the formulation of national cryptographic standards in
alignment with Regulation of the National Cyber and Crypto Agency of the Republic of
Indonesia Number 11 of 2024 concerning the Implementation of Indonesian
Cryptographic Algorithms and Assessment of the Security Conformity of Cryptographic
Modules, ensuring that migration to PQC are consistent, secure, and interoperable with
international standards like standards from NIST (National Institute of Standards and
Technology, 2024) and ETSI (Lloyd-Jones & Manwaring, 2024).
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Human capital development should be short-term priority. Indonesia must integrate
quantum computing, quantum cryptography, and PQC into university curricula, in line
with the recommendations of the World Economic Forum (2024). Public awareness
should be foster to reduce the socio-technical risks of quantum transition. Indonesia
should follow the EU and UK examples by promoting multi-stakeholder engagement
through public briefings, expert forums, and international conferences (European
Commission, 2025b). Domestic research ecosystems should also be strengthened. Taking
example of Australia’s National Quantum Strategy and the U.S. National Quantum
Initiative, Singapore’s Smart Nation and Digital Government Office (SNDGO) and South
Korea’s Ministry of Science and ICT (OECD, 2025; Smart Nation Singapore, 2025),
Indonesia should establish a national coordinating institution or a National Digital
Agency that centralises agendas on cybersecurity with Penta-helix model (Bayerstadler
etal., 2021). The pentahelix approach should involve the government as the regulator and
coordinator, universities and research institutions as knowledge producers, industry as
technology developers and adopters, communities as users and beneficiaries of secure
digital systems, and the media as a channel for public awareness and risk communication.
Through this collaborative structure, Indonesia can build a more adaptive and resilient
response to quantum-related cybersecurity risks.

Integrating Complex Adaptive System (CAS) theory into policy formulation
strengthens the short-term strategy with views that national resilience emerges from the
interaction of adaptive agents operating across multiple domains. Under CAS,
Indonesia’s digital ecosystem should not be viewed only as a collection of technical
infrastructures but as a dynamic, interdependent system where government, industry,
universities, security agencies, and citizens all contribute to adaptive capacity. Therefore,
policy must encourage decentralised learning, redundancy, diversity, and rapid feedback
mechanisms, which have helped Australia and the UK cultivate agile, whole-of-society
responses to quantum risks. By embedding CAS design principles into governance
structures, Indonesia can enhance flexibility and responsiveness in dealing with
unexpected disruptions associated with quantum technologies.

In the long term, Indonesia must pursue technological self-reliance in cryptography
and digital security, as stated in the National Cybersecurity Strategy (Strategi Keamanan
Siber Nasional or SKSN). Achieving this self-reliance requires establishment of
advanced quantum information science programmes and national research centres
dedicated to quantum computing and post-quantum security. Countries like the US
(through NSF and DOE quantum institutes), the UK (through the Quantum Technology
Hub network), and India (through the National Quantum Mission) demonstrate the
advantage of long-term, state-supported quantum ecosystems that integrate research,
industry, and defence. Indonesia should adopt a similar model by investing in quantum
laboratories, high-performance computing facilities, and specialised doctoral
programmes that are comparable to MIT’s Quantum Engineering Programme and
Oxford’s Quantum Technology Hub (Bova et al., 2021; European Commission, 2025b;
Gerbert & Ruess, 2018; Hidary, 2021; Steane, 2000).

CAS theory also provides direction for long-term strategy. Since quantum
disruption affects all eight national resilience dimensions (4sta Gatra), quantum policy
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cannot be siloed. Indonesia must foster a resilient socio-technical system with distributed
adaptive capacity. The ecosystem-wide adaptability can be fostered through
diversification of quantum research fields (computing, sensing, communications),
redundancy in cryptographic infrastructure, continuous feedback loops across
institutions, and flexible regulatory frameworks capable of evolving with technological
change. This strategy aligns with the EU’s coordinated PQC transition roadmap and
Australia’s resilience-based approach to critical technologies. Ultimately, Indonesia’s
long-term strategy must ensure that the country becomes an active producer, not a passive
consumer of quantum technologies.

CONCLUSION

This study shows that quantum computing offers strategic advantage and
disadvantage for national resilience. Quantum capabilities become the basis of signals
intelligence (SIGINT), providing unprecedented cryptanalytic power that threatens
existing public-key systems through method like harvest now, decrypt later. Globally,
major powers such as the United States, China, the European Union, the United Kingdom,
and India have started preparation in facing the proliferation of quantum technologies
through coordinated policy frameworks, mandatory encryption migration plans, multi-
billion-dollar investments, and establishment of quantum research ecosystems. Compared
to the developed countries, Indonesia remains at a very early stage of quantum technology
development. Indonesia still faces structural limitations in investment, human capital,
institutional capacity, and regulatory coherence. Therefore, this study proposes short- and
long-term strategies by applying national resilience concept and Complex Adaptive
Systems (CAS) theory. The study proposed strategy to enhance Indonesia’s resilience in
the quantum era based on the adaptive capacity across all Asta Gatra dimensions and
mobilising pentahelix.

The study has several limitations. First, the analysis is primarily conceptual, policy
based. The analysis lacks empirical modelling of Indonesia’s cryptographic exposure,
vulnerability levels, or quantitative risk projection. Future studies should explore these
areas through simulations, mapping, and scenario analysis using CAS-based models.
Second, this study does not evaluate Indonesia’s organisational readiness or interagency
coordination capacity in detail. Future work should include field studies, structured
interviews, and institutional network analysis to assess governance bottlenecks. Third,
future studies should also carry out empirical study on technologically emergent countries
like Singapore, South Korea, and Japan. Fourth, the study does not explore the economic
and industrial policy implications of emerging quantum markets, which future research
could examine through value-chain analysis, domestic industry capability assessment,
and techno-economic forecasting. Finally, future research should operationalise CAS
theory by developing measurable indicators of adaptive capacity within Indonesia’s
digital ecosystem.
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